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Step 1. Identify Partners

● Resources for establishing relationships & “starting the conversation”
with potential data-sharing partners:

o Nothing to Hide: Tools for Talking (& Listening) About Data Privacy

o Equitable Community Engagement Guide | 2020-2023 

Step 2. Develop a Data Governance Structure
● Resources to help you develop & implement a data governance

structure in your data-sharing projects:

o AISP Introduction to Data Sharing & Integration

o A legal framework for achieving data sharing for health,
well-being, & equity

Step 3. Consider Legal & Ethical Issues
● Federal statutes relevant to data sharing & decision matrices that can

be used to determine if these types of data can or should be shared:

o The Privacy Act of 1974

o HIPAA

o 42 CFR Part 2

o FERPA

o HMIS
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https://fpf.org/wp-content/uploads/2018/09/FPF-AISP_Nothing-to-Hide.pdf
https://www.oregon.gov/odot/equity/HB2985/Equitable%20Community%20Engagement%20Guide.pdf
https://aisp.upenn.edu/wp-content/uploads/2020/06/AISP-Intro-.pdf#:~:text=Strong%20and%20inclusive%20data%20governance%20for%20cross%2Dsector,identify%20the%20purpose%20for%20sharing%2C%20and%20then
https://www.networkforphl.org/wp-content/uploads/2022/10/DASH_NPHL-Pathways_to_Yes-FINAL-PDF.pdf
https://www.networkforphl.org/wp-content/uploads/2022/10/DASH_NPHL-Pathways_to_Yes-FINAL-PDF.pdf
https://www.justice.gov/opcl/docs/doj-ise-privacy-policy.pdf
https://aisp.upenn.edu/wp-content/uploads/2023/05/HIPAA-Flowchart.pdf
https://www.samhsa.gov/sites/default/files/faqs-applying-confidentiality-regulations-to-hie.pdf
https://aisp.upenn.edu/wp-content/uploads/2023/05/FERPA-Flowchart.pdf
https://www.networkforphl.org/wp-content/uploads/2020/01/Snapshot-HMIS_final1.pdf


● Resources & sample language for developing informed consent forms:

o Data Sharing & the Law - Deep Dive on Consent 

o Meaningful Consent Overview | HealthIT.gov 

o Redesigning Data Privacy: Reimagining Notice & Consent 

o How to Add Informed Consent to Your Responsible Data Practices 

o Yes, No, Maybe?

o ACF HHS Confidentiality Toolkit 

Step 4. Establish & Document Agreements for Sharing
● Resources for developing memoranda of understanding (MOUs),

data-sharing agreements, & data requests:

o NNIP Key Elements of Data Sharing Agreements

o Sample MOUs & DSAs

Other Resources
● Resources for “telling a story” & putting it all together post-data-sharing

& integration efforts:

o A Case Study in Hope: Lessons from Oakland's Remarkable
Reduction in Gun Violence

o Using Integrated Data Systems to Strengthen Collective Impact in
Out-of-School Programs

o Implementing Outreach-Based Community Violence Intervention
Programs
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https://static1.squarespace.com/static/6320ea657f0aff58aef9a3ca/t/63616516193a9a34c0900424/1667327255333/Data-Sharing-and-the-Law-Deep-Dive-on-Consent.pdf
https://www.healthit.gov/topic/meaningful-consent-overview
https://www3.weforum.org/docs/WEF_Redesigning_Data_Privacy_Report_2020.pdf
https://www.ictworks.org/informed-consent-responsible-data/
https://aisp.upenn.edu/wp-content/uploads/2023/05/Consent-Brief-Appx.pdf
https://www.acf.hhs.gov/sites/default/files/documents/opre/opre-confidentiality-toolkit-oct-2021_0.pdf
https://www.neighborhoodindicators.org/library/guides/key-elements-data-sharing-agreements
https://drive.google.com/drive/folders/1BoOr-bA3_06MjEwPzNsp8-zEoXrwGG7_?usp=sharing
https://files.giffords.org/wp-content/uploads/2019/05/Giffords-Law-Center-A-Case-Study-in-Hope.pdf
https://files.giffords.org/wp-content/uploads/2019/05/Giffords-Law-Center-A-Case-Study-in-Hope.pdf
https://assets.aecf.org/m/resourcedoc/aecf-usingIDStostrengthencollective-2017.pdf
https://assets.aecf.org/m/resourcedoc/aecf-usingIDStostrengthencollective-2017.pdf
https://www.lisc.org/media/filer_public/c3/69/c3697be4-e82d-4dc7-b9a8-5e29f2afdf7d/110922_safety_justice_community_violence_intervention_report.pdf
https://www.lisc.org/media/filer_public/c3/69/c3697be4-e82d-4dc7-b9a8-5e29f2afdf7d/110922_safety_justice_community_violence_intervention_report.pdf

